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ruasnantunsadredeyadaunnies (defect)
2.1.13 mmsmlﬁﬁlﬂﬁmaﬂaauﬂﬁy,mﬁaﬂmfﬁwu Tnenshaufinteyanislinseiniold
Yoyafiuduvdansseiunisuanauald
2.1.14 mmimuamwanmumﬂmi'xmﬁmmimHLLaﬂqmumauwawayjaﬁgﬂéwiaf'fu
mstuumJWnmmuuawamauwumwlﬂ '
2.1.15 deadlnil interface Lwammsmwaaumamaamu Uuwmm WARINANTTALN Y
2.1.16 annsayimsaununiu Command line 19 ' -
2.1.17 mmmmaﬂmLl,faimausmmmﬂﬂswamﬁm‘ﬂzﬁl,taﬂﬁwms (Project) Uuusw
audnans Tnedlnnuaniided
2.117.1 awsaudinstemsshuniami Web Interface 16 -
2.1.17.2 anwsaudnideyauedlasens (Proect) uumih Dashboard I W
ANNULVINITATIVEDUNI O anuzrlamn
2.1.17.3 awnsaadne user wazrivunuvumvasdly (Role)ls
2.1.17.4 mmmanmamuwmmummﬂaamnmmLtaﬂwammu PCl
. Compliance 14
21175 lm'maiwainamumwumauﬂmm%aﬂmLLav Version ¥i30 ID %89
Tasanslet
2.1.18 favandlunslilddosn 10 fldau
2.1.19 aunsavhnsasiudadwintlddesnistiuasuusasan (Hidden wie ignore
4 . 3o Clear ) 18 - '
2.1.20 Lﬁuwamﬁmﬂﬁﬁa@uﬂﬁu Leader 783 Gartner Magic Quadrant Wada
‘ Application Security Testing U 2020 wyalign
2.1.21 Software wag Firmware Lfu Version dngauagsiasansinsn Upgrade Version
gnaenszesnanfulseiulnglidaldine gy .
ﬂqm‘lﬂ'ssmﬁuau,nuLLaumfaaﬁamimiwﬁs’mmwﬂaaﬂﬁ'u Web Application
221  @wsesesiums Crawl kagnisasavaeulindeuduseninenisaunu Web
~ Application ¢
222  @wsasesdunts Crawl uu Web Application quamiumlﬂ IV\EJ‘VWI'N'TU
safugslUsunsuvis Agent Bun
2.23  aunsassdfunisawnu Web Technology wnn‘wmuwuﬁm HTMLS way
JavaScript /AAX mifusdnation
224 @WNTOLAAINAYDINTTALNULEE msmmunmLLnummeamau,auLqumw
' (Graph) laluU Real-time
225  awnsnsesfunaunuiuusruiivdamuiviniedld



2.2.6 mmmmwumuL’Jawmmsaunuamm (Schedule Scan) (0
227 mmumsmeswavLa&xmawaﬂmmmmwuLtameLuzm’Lummfﬂ‘uﬂmm
- el
2.28 awsatuiin Log-in 16 :
229 muweadunenuautetidurieniuusuan OWASP Top 1014 :
2.2.10 mmiﬂLLﬂmw%aziaaaﬂﬁaagéﬁwmsijmiﬁLmu sadl JavaScript, Cookies, '
Web Form, URL ¢
2.2.11 mmmmaanwamsameaaimlﬂawaﬂ-ﬂmnmmmwmmsmmwmuﬂﬂma
lm LweuﬂlﬂlﬂumimﬂmmmnmwmLLaummmauwuﬁﬂuwamwmaamwu
Buq
2.2.12 gunsadwangndeyadesbrivuudaluihundusediald
2.2.13 @unsanyisnvediuivas Web Application mw Signature vseguioya
: Security Vulnerabilities amquaamu OWASP Top 10
2.2.14 gwnsnaunudadlud Web Server mmﬂwuaamlﬂ il Apache Apache '
Tomcat, IIS ag NGINX Wuetatles -
2.2.15 #unsoasaautesing CMS Y83 Joomla, Drupal WordPress ‘Lml,ﬂuaw
oy
2216 seefunismniedeusod Web Application ﬁl«uauaummmmu CAPTCHA,
Single Sign-On, Multi-Factor Authentlcatlon . _
2217 awnsoasivaeudesind veq Web fwauase Framework Django Way Flask
| i _ -
2218 SEvdvElunslenlifesnh 1 Domain i anansalfonlalsidosnd 00
‘ FQDN (Fully Qualified Domain) wie IP Address '
- 2219 avdvsiannsarhnsaunuldnieutuedinies 2 Web Application ¥ie 2
FQDN (Fully Qualified Domain) %179 2 ;31‘1‘!'0'1‘14 (User)
2.2.20 Software waz Firmware WU Version angauagiasdiansa Upgrade Version
naenssoznaniudseulnglifeldaodiuiy
2.3 szuun1sineaadasadvuaznisianisvedurilamuseta ,
231 favdvddwiunsldemednatiordnny 10 flfnu vieveasuldlivesni 5
68 gl wnuldon ‘
232 mmsmmm}aawaﬂm‘u@ﬂaqum@'sawms’(mmu
233 fwih Dashboard uaninnandsevadlaimugedanldany T,umummﬁaamna :
uazluaygm (License) usenaiion
2,34 ﬂ’liJ’]‘iﬂ‘i“U‘if’lﬂﬂ?’]iJ‘iuLLinﬁ]ﬂil‘uﬂ‘Um"lﬁJLﬁﬂd unzdoyadadlu ‘vflm'um's
UFuugean cvss 1
2.35 mmﬁmmwmmmLaawawanmﬂamuwma ldudansu Package Wy -
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2.3.6
237

2.3.8

3. SEUUATAEBURASLIMITIANTYslndduanusiunaand sasaume

annsaiaudiueesile IDE 1w Eclipse kag Visual studio ot
anansavieusauiy C/CD Tools Imdteldlunisssameurendwislomusese
Jenkins, Team Foundation Server (TFS) g% Bamboo

Software uay Firmware (U Version ﬁ%’jml,a%éf@dmmm Upgrade Version
IFneanizaznaduussiulaglidaldediuiy

3.1 sauuusmsaﬂmsvuaﬂm (Vulnerability Management)

3.1.1

312

3.1.3

3.1.4 .

315

3.1.6
3.1.7
3.1.8"
3,1.9
32.1.10

3.1.11

C 3112

3113,

3.1.14
3.1.15

3.1.16.

szuuiiiauada L‘LluVlﬂﬂﬂLLU‘U%.J"ILWa(ﬁ\i’JQﬁS‘ULLauUﬂﬂ’\’if\Jﬂﬂ’lﬁ‘U'eNIW]
Tasamsuariiavavslunisasivaeudiuiu P Address ililifagnd 5,000 IP
Address saunsadannisamsasuldiauuy Single IP uag Range P »
anusofinda  Collector w3a Scanner UssUUURUAMS Windows w38 Red
Hat Linux w38 CentOS wi® VMware vSphere 161 o

AN AUIINTNSIRNTTRNUN Secure Web Browser (HTTPS) %30 GUI VLGI

Wuadtlas

1 ) ] a Qay ) o 3 N N «
a'm’liﬂM'i’maav‘lfaﬂmﬂa\‘!‘swuﬂgummi a9 Microsoft Windows, Linux
(Centos/ Ubuntu), Solarls uag VMware s eieiay

Amnsansradeutesinives Database il MS SQL, Oracle, Sybase, MySQL,

PostgreSQL, MariaDB, MongoDB waz DB2 Iiiduagnstey
mmﬁmm:mﬁawmimﬂumaﬂnmﬂuiuwLﬂ'sasmﬂlc‘ﬁma‘lumaammmiﬂmnsu
Lw:ume'luaﬂﬂﬁmwmmmsmmaau (Agentless)

3aﬁiummmu Compliance mu PCI DSS, FISMA, HIPAA Uy CIS ‘Lﬂmuaﬂ'm _
ou

fignudeyadecindliiioandn 60,000 vaslvi
sasfunsuansaudssenannnsgu Cvss idduetnales
Fosannanfsszdumnuddyuiedandunesgunsoiifesntsnsiaaeuls
anusaimualinsIEeumnae Ports wie Service Aidpamsld LLaﬂﬁjﬁ"’a TCP
wag UDP ports (Common Ports) ' '
awmaudafiounaminmvaeudedwitarnenulifguassuudnuma SMTP
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ansodwangiudeyantsninnasudesirinnguinlilaesnlulf
(Automatic) paanszeLIAINITIUYIEA
gunsaRen1InsIRseUaNuiinly (Schedule Scan)
mmﬁmﬂﬂLﬁ'uﬂiaaiwdeﬂﬁzanﬁ\l,:ié\'mﬂ"nﬂﬁmmuuiwmu‘lé\' (Vulnerability
Exception 5o Accept Risk) '
u‘szuw‘;mmﬂmiamcﬂmmu (User Role) dwsu Authentication Wty
YUY
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3.1.17

3.1.18
3.1.19

3.1.20
3.1.21
3.1.22

3.1.23

3,1.24

- 3.1.25

mmsna%’wiwmu‘l,ﬁwmﬂmmagﬂu:Uu #ail Audit Report, Executive
Overview uaw Baseline Comparison 1fiugtnutes
aunanaiessnunagUwuulag POF s HTML Idduedredes
awnsaliriuzd, Hluntsudlatymvesednd (Remediation) T1fians,
uanaugafianingn download patch, Hot fix Anaqldl
anIafvuagUkuulumMInTIREeULUY Custom 138 Option 191
mmmmwaauﬁadwimmaﬁnszﬁm?mﬁam‘u Router &

11 APl lovhenidmiussuy Security Information & Event Management
(SIEM) 18 -
mmammmnmﬂi&mmauma*uaamamaaaaunummmmmum \loanunsn
@Ltuﬂuwm’fmmmadm

mmmmmuswnumum'swq;wmmu (Authentication Systems) el
LDAP w3 Active Directory titamsraaauntsliiy User Account Wifiuage
on A ' '
asnsnfmunAvslunsudmsdanisgunseiuendmind Administrator 7
wansnartuldl wagannsofuadvlild aunsadnfefoyaiensngu 1P

~ Address #38 Assets Fswusls

3.1.26 i

3.1.27

3.1.28

58UV Ticket dmiudamunisudlodedmiinsawy mammmmmuﬁmu
Third Party Ticketing System i ,
wﬁmﬂmmmﬂunam Leader 983 The Forrester Wave Wita VuLnerablllty
Risk Management U 2019 Vi‘saﬂa’lzjm '
Software uay Firmware iHu Version dngauaziatdiunsn Upgrade Version
Ifmaenssoznaniulssiulag il edoin

3.2 JIUUNAHIUNITIGTY Umﬂ%maﬂaqumaﬁ (Penetration Testing)

- 321

3.2.2
3.2.3

3.24

325

3.2.6

327

3.2.8

‘U‘U‘V]U'\LﬂﬂﬂﬁENLUu‘U@WmLL’Ji‘VI'@EJﬂLLUUﬁJ’Wl']ﬂ’]iWﬂﬁBUﬂ’]iLﬁﬂ”i“’UU
w3ptnelng@ng LLauuasuamﬁmmugmmsmaaummu 2 Users \luog
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annsadaRIULsTUUUORMST Windows e Linux 1§
ANUNTAUIHITNITIANTTHIUNNG Secure Web Browser (HT!'PS) ) GUI 9
FANNTONTIVVN Service 1/1nqaammuaauummﬁmma
mmsamwwaawsmsauﬂumniuwmaaaﬁ)‘uLLauusm‘sammﬂiaﬂwd
(Vulnerability Management) 14 ‘
mmmmmaumimvs"wmLﬂ?amﬁmma‘lmmmu Sirgle IP uay Range P
16 A
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mmmiwﬂ’mmﬂmwmmwmaan Wio Vunsesgsuauguusabunig
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3.2.9
3.2.10

3211

3.2.12
3.2.13
3.2.14
3215
3.2.16

3,2.17

3.2.18

3219

amsanARBUINEIARU Service fieY &4l $MB, Postgre, DB2, MySQL,
MSSQL, HTTP, SSH, Telnet, FTP, POP3, WNC s SNMP I#fifiuegnediee

aJ Build-in Word List Wags833un1susunsm Username Wag Password ik
VARBUNMILAE IR
msmaqm'immaa'ummmmmsa'{,umsmwauammﬂsmwmaau (Gather),
N13e579 Session Fuirdaefivaaeusiudadniingany, Msuwansenis File .
System waznsdsadads (Command Shel) Wépiasiinaaeuld |
mmiawmaaumiﬁmﬁu'ﬂﬂmmulﬁﬁaﬂwam‘lwamaéﬂﬂ;unﬁu (Deploying
Agents) %3® Post-Exploitation Module i3 asinnaauls
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Engineering) w%‘iuiﬂLLUU Web Browser wag Email Client 1t |
awmanasmﬂmwumu Activity Report Vulnerability Report, e
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aunsaaieenunugUiuulng PoF Widusdnaiee

4mm'mmuswmmma‘mmumaﬂn?m (Local) eiiluagnation

anUNTAWAN Software LLa«'%ﬂuﬂuammsmmaawaﬂmmﬂwwamlmmaam

seyIaINTIUlsed

mmwmaaumsmmwuﬁu Web Application 1#igei]

- aunsaveaeulnensauAgl OWASP Top 10 16

- . @IV Web crawling fusiulaslel o

- @nnTavnEey URL %5e Parameter veuiulailoswafiasheg wu sl
Injection 38 Cross Site Scripting ¢

Software wag Firmware 1Ju Version a’mﬂ LA BgELnen Upgrade Ver5|on

‘lmaam ammiwivnu'ima"l,uuﬂ'\‘lfzmatwmmu

4. mssudusifndaseuy _ ._
4.1 wuwnﬁaumamuammaanLmumimmmsmmwmaunimmwm wiowiadeunuy
LLUauLLammmuwmaUﬂsm"lmmmu‘lmamawﬁxawﬁmwuaslmummmmjaumﬂ
Lm%mmmwamummmﬂW«Nwmuﬂumﬂ '
w‘uummiauwmauamawmmwwmmﬁy‘l,umimmmaﬂnsmmmvwmﬁua Tnelasunis
FusaeTgIUAILAINEIN TN TReHAR AT
mmum'sawuamuammmmmsuuwﬂuwamamaamﬂwﬂﬂdquﬂumﬂ wsaummmﬂ%
snssuuldiinudasadte (Hardening)
@musmsauwamuaﬂ mmammsEmaﬂﬂsmauquﬂu’tnmsmmmmwmLwe’LmUu”LU
mmmmmumsﬁﬂm (TIAVEIA) 1y amellal, anedess, Theuana (Label), qunsafdn
GRE LLauauq T,ﬂami“l,w%munumﬂmammau Rack, PDU LLavmemalwwan'Lw
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4.3
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4.5 ﬁwzmﬁ‘}wﬁaLﬂuﬁﬁmﬁmﬁ”ﬁswmﬂﬂaaummﬁaaﬂﬁﬂmmLLanﬁLﬂ%’uw%’auﬁaﬂ%’u
am Policy wag Schedule task ss‘uUm’maa‘um'mﬂﬁaﬂﬂ%am@ﬂwaLﬂ‘lmWiﬂN
T Uuwmu“l,mamauﬂiuawsmw _

4.6 gunIniuazens Cable fifndadodin TAG Label ue Sticker MiArmasnuarIsRu
mammuam‘naméamwmw%?ammwn'z‘s"LWquu:mnflﬂmwuﬂLwa‘lmwmami
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5.1 r;;‘uufvmsﬁwuaLauammvxmaaumsLﬁauimmwmwmiuuumiamEJu,avans
mm’lwunmuwmsa‘mmu (& Whiadls dliawnsaviaoulfonutaguszasd
wazdafmun fuugnisBudeiaed mmL‘uumiLLﬁlﬁulmmmmwmuléﬂwaumm Tu
ﬂ'szuum’immamuvmﬁaummauammwuspummauwwuﬂ

5.2 ‘wmaa‘um'sm’t«mus"wima%vmaamﬂmqumﬁnmammLLammUsvﬁmsmwmsmmu

5.3 muvmsﬂu’uatauamawﬂmLanmimimmmsww (System Conﬁguratlon &

 Installation Document) W'iamanmﬁLmummqmmammommimm’lmmuﬁﬁ\i (As-
Built Drawing) aamau’mei‘LWWWéaummﬂLmaiuwumsmmmmmLai%mau't‘umu
\Ju Electronics Files sgatlas 1 gm - .

msaduayuszuuasITseurUasafevaiweUnBiady wavssuuiAsades

6.1 cﬁ’wzma?ﬂu%’amuaﬁaaﬁuﬂmniLﬁ@v‘l’muimﬁvwﬁﬂmuﬁummi‘l.wﬁnehunﬁmﬂ mey
Aereideya Tiduusih uilvwaslinseitgm weudevenmalulad u,aumwm
(Technology and Knowledge Transfer) mmwﬂmmmﬂmmmamw “Fwtinil B
%ﬂﬁﬂmamm LLﬂui"lEJcluL’e]ElﬂﬁNu (LLamwanmu'lumsmfmu)

611 Wuthiimaineda ﬂ‘szmmmﬂwﬂqdququmﬂ

612 fruvnmsbudeieedorialiilidmihimamds ssdinsliidiugiae: P
@inalug) Srwausdeilos 1 au seezien 3 T vewuwuu Full Time

6.1.3 Heulnandissiudiyae’ videln auimns, neeans vie nenms
AoNfmeS/asauwme .

6.1.4 Faafluszaunsainiesussuuindotie w’%’a‘sswmmﬁumﬂaamﬁﬂmiamm
laigindn 1 ¥ _'

6.1.5 fedllsymaflotasivsesnuaninga (Certficate) wiglufuseaniseusaan
wanout (Frumnadla vie UFTRN) was Security+ vide GIAC (Fuwnila
w3e UHURNS) wie Organizational Systems Security Analyst (OSSA) .

6.1.6 mmaaswavLaEJmJasJammmmmﬂuﬂwmmmvm Fal
6.1.6.1 sua-mmna
6.1.6.2 Usuammﬁﬂm nMsENOUSH
6.1:6.3 Usz";’ﬁmiv‘f'muLtawamuﬁLﬁ'wﬁ'mh"umﬁ’nmmmﬂaamﬁ’sj '
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6.1.7

L ¥ o o a
ﬁlN'luLﬁ]qﬁquauUﬂuquﬁtﬂﬂUﬂ

L6171 qumwummﬂuamawm‘l muammwmwauuaumwaﬂgummu
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6172 fasllnon@sviuulyaes wieln auiangsy, erenans vl
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ansaundliaingn 5 3
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6.1.7.5 maqm‘awaumamsﬂauamwmmauuauu Pl
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21



6.2.4 memwmmﬂuﬂLtawmqu'"mmLm'mﬂsu‘zmmLaua'mmwgumﬂu
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