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3 Unusnil 3 Unusil R 1 (MANA1Y) FTANTTUASAS 85N
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a1Aud andilwiiin Janin nsbis
1 RRHRIN FIVY3 e 1 (ale) Fminmesys
2 Yo 2 INYYS e 1 (el Jwriamsys
3 YUNT 1 UUNT e 1 (el Jwriamsys

49 6  9282ANIUNTALEUNTIIVNBUY ANAY aznAdaU WiauUd g
A5udnaesiiunmsieney Annd wasnageu wionundildnuliudaasa
el 365 (@ wsosnnauiin) Tu dudnaniuasualudye wagiudiwauium

49 7 WUUANITIURATBUU (Scope of Work)
7.1 mumwlumuammmamamm miiaaausuwmumamumﬂw
Frumouinmed CSCS iRupaniiman ufanssonsugUnsaitesiuaen wioudavuasindassuy
SCPS ﬁﬁ%"u%’mLauaL%’ﬂ%’muﬁamﬁMWWiwf] Y99 ANA. s‘ﬁ&iwﬁamiaam,l,uuiusma Dua
ns¥agU U Tanaunsaliag Lmamamm nsrudslugsanudifage mufadinismaaey
nstineusy uazmsadeUREf UMM sTemuafisudulumssidumsnudyn Suandly
TULUUNURAE T MVUARIAY
udevelan SuRrtuszinemsdam wasinds fiuiaiesiuintey
wlduFeviledluanimdunnnsd nefl nvin.aglisuRnveulandisdu edlmudsgimumesunse
#1499 uazANLdsveduianAnfeiuyans Yan uaz/Mieniwdauvesdu
7.2 eenuuundoniam uazhnrsgunsnisyuu SCPS asaudaniseaniuy
luseanden madamiuiohnu Yangunsaluaziedesiiennsy msvudsludsanuiifnsanuinds
nsnadey siinevsy wanadeulinfuruLazuinsiuedsudulunissniunismia
Foyan Fouanslilunuunuasdormuasine faanilatieine el

nauit 1 anilliiluen 1 (nengiueeniduanile) Jmingnsent 31w 4 anilih

awu | aondlvidh Substation 115 kV 22 kV 115/22 kv | Power
‘171' Type supply
Tie | Line| Tr. | BS|Inc| Out | Cap | TS Power
Bay | Bay | Bay Bank Transformer
1 AITUIUY 115 kV Main 1 21 2 | -|-1| - -] - 2 125 Vdc
and Transfer
22 kV Indoor - - - 1121 10 2 2
2 | wupuIe 115 kV Main 1| 202 |-]-1]-1-1- 2 125 Vdc
and Transfer
22 kV Indoor - - - 112 10 2 2
3 Tnuidy 115 kV Main 1 2 2 - | - - - - 2 125 Vdc
and Transfer
22 kV Indoor - - - 112 10 2 2
4 | FFaensny 115 kV Main 122 -1-1-1-1- 2 125 Vdc
and Transfer
22 kV Indoor - - - 11210 2 2
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e 2 aondliluwe 1 (n1Anane) JmiansvueseSeysen 1w 3 aonilliih

v | aadlndn Substation 115 kv 22 kV 115/22 kV Power
ﬁ Type Tie | Line| Tr. |BS |Inc| Out| Cap| TS Power Supply
Bay | Bay | Bay Bank Transformer
1 | pagsvadd 115 kV Main 1 20 2| -1 -] - - - 2 125 Vdc
and Transfer
22 kV Indoor - - - 11 2 10 2 2
2 | founm 115 kV Main 13 2| -] -0 -] -] - 2 125 Vdc
and Transfer
22 kV Indoor - - - 112 10 2 2
3 | Uyusail 3 |115kvDoubleBus | 1 | 2 | 2 | - - | - | - | - 2 125 Vdc
Single Breaker
22 kV Indoor - - - 112 10 2 2
nguil 3 aanitliiiluan 2 (Manans) Smdavay3 S 3 aandli
s @il Substation 115 kv 22 kv 115/22 kV | Power
ﬁ Type Tie | Line| Tr. | BS|Inc| Out| Cap |TS Power Supply
Bay | Bay | Bay Bank Transformer
1 Unuls 1 22 kV Indoor - - - 213 15] 3|2 - 48 Vdc
2 1V 115 kV Main 1 3 2 | - - - - | - 2 125 Vdc
and Transfer
22 kV Indoor = - - 1|2 10 2 2
3 way3 3 |115kvDoubleBus | 1| 2 | 2 | - | - | - | - |- 2 125 Vdc
Single Breaker
22 kV Indoor - - - 1|2 10 2 2
g 4 aanilaviiluen 1 (neld) Jardamesys 9o 3 anillii
aeu|  aaniludi Substation 115 kv 22 kv 115/22 kV | Power
i Type Tie | Line| Tr. | BS|Inc| Out| Cap| TS| Power | Supply
Bay | Bay | Bay Bank Transformer
1 ORIGIN 115 kV Main 1 2 21 -]-1 - - | - 2 125 Vdc
and Transfer
22 kV Indoor - - - 112 10 2 2
2 | qugr 2 115 kV Main tlal 2| - -1 -1- 2 125 Vdc
and Transfer
22 kV Indoor - - - 112 10 2 2
3 YUNT 1 22 kV Indoor - - - 1121 10 2 2 - 125 Vdc

7.3 f5ui1avzdesdwmeuszuy SCPS fils1vazifunaenndasiualiy
#93n15989 NWA. AL Specification No. RSUB-010/2564 (Rev. 1.0)_azfiszylilu ADDENDUM
U Specification No. RSUB-010/2564 (Rev.1.0) i’mﬁgqmil,%ammiwu SCPS fuszuy SCADA ¥89
nvln. ihausaudulaegisauysal deanulag Tu Specification No. RSUB-010/2564 (Rev. 1.0)
warly ADDENDUM %83 Specification No. RSUB-010/2564 (Rev.1.0) vnidenulaiitanioudasu
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Foulovszmemanfuiuvatul Wlidenuiissyiludeulavssmesefudvatuiuny uas
sudananuIneneg §2 uasauariednadaauldld win nva. Selilldnsietuariuneununn
anvine Inefiduiagsosuiluderiimuely Specification No. RSUB-010/2564 (Rev. 1.0) wagly
ADDENDUM %84 Specification No. RSUB-010/2564 (Rev.1.0) il

1) 14 Specification No. RSUB-010/2564 (Rev. 1.0) Clause 4.1
GENERAL REQUIREMENTS , replace the first paragraph (in Page 31 of 403) by the following:

“A warranty period shall be at least 5 years long for Relay, and

at least 2 years long for SCPS.”

2) n11 ADDENDUM w84 Specification No. RSUB-010/2564 (Rev.1.0)
@ (2) Clause 4.2.2 Bay Level, replace the typical of Protection relay function (in Page 1 of 3) by

the following:
“Typical of Protective relay functions can be categorized as:

1) 115 kV Bus Protection (Main 1 and Main 2) 878, 958

2) 115 kV Line Protection (Main 1 and Main 2) 21/21N,
67/67N, 25, 27/59, 79, 50BF

3) 115 kV Transformer Protection (Main 1 and Main 2)
87T,87REF, 50/51, 50N/51N, 51GB, 50BF

4) Others 115 kV Protections

5) 22 or 33 kV Feeder Protection 50/51, 50N/51N, 67/67N,
25, 79, 50BF, 81, 27/59

6) Others MV Protections

AUl protection functions of the protective relay shall be

completely programmed from manufacturer’s factory.”

7.4 mummmaammuua mmmﬁ YU SCPS a1y Network Topology
milmi’]ﬂﬁ]’e]lﬂuiﬂEJﬂ’]i@@ﬂLLUUﬁ]uG]@Q?{@@ﬂaaﬁﬂU@Uﬂimﬂ’]EﬂuﬂmlﬂWﬁ’]LLﬁuNi’]EJauL@EJ@LWEJQWB‘VI
nvln. avannsafiansanuazsuses (Approved) AeumsanRsasyuy SCPS szRoslnaauiRduluny
Formunsied

1) nguil 1 andlvlitluin 1 (Mangiusenideanile) Smingnssnil
U 4 gandlluivin

awu | aondllnih Substation Type Network Topology NUBLG)
‘17{ 115 kV 22 kv | fisvmalunmsdramans | nnseudunns | Digital Fault | fleridu
Recorder ATS

1 ASYUIUY Main Indoor Topology 1 Station Level v ]
and Transfer and Bay Level

2 KU Main Indoor Topology 1 Station Level v -
and Transfer and Bay Level

3 Tnuids Main Indoor Topology 1 Station Level, v )
and Transfer and Bay Level

a ASAIASY Main Indoor Topology 1 Station Level, v ]
and Transfer and Bay Level
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2) ngud 2 andlvfinluen 1 (n1anan9) Famianssunsaieysen

aeu | andilidh Substation Type Network Topology UL
7 115 kV 22 kv | fifwuslunstiamn | asaudunns | Digital Fault | iy
Recorder ATS
1 AaDIad Main Indoor Topology 1 Station Level v v
and Transfer and Bay Level
2 ADUNA Main Indoor Topology 1 Station Level v v
' and Transfer and Bay Level
3 Unusiil 3 | Double bus | Indoor Topology 1 Station Level v -
q single breaker and Bay Level
3) nguil 3 aontilviiiiluan 2 (Mmenang) Jwrievay3 91w 3 anillnin
dou | aandlndh Substation Type Network Topology UYL
i 115 kV 22 kv | fifwuslunstiamn | ansaudunns | Digital Fault | iy
Recorder ATS
1 Yl 1 - Indoor Topology 1 Station Level i, B}
and Bay Level
2 11U Main Indoor Topology 1 Station Level -
and Transfer and Bay Level
3 P¥aus 3 Double bus | Indoor Topology 1 Station Level v -
q single breaker and Bay Level
4) ngun 4 anrdllviiiluen 1 (nald) Srdamasys iy 3 aantlih
awu | aondllvil Substation Type Network Topology NUBLR)
i 115 kv 22 kv | Aifwslunsdnaven | msediunns | Digital Fault | fleidu
Recorder ATS
1 REGIN Main Indoor Topology1 Station Level v -
and Transfer and Bay Level
2 Yz 2 Main Indoor Topology1 Station Level v -
and Transfer and Bay Level
3 YuUNs 1 - Indoor Topology1 Station Level - -
and Bay Level

7.5 dSudnedenaussian aunsaleslua (Spare Part) s ndudnsy

N5y nargenwruuAluliiisanadmsussesiian 10 Gu) U lneasaodssysiunis was

ilundarsnen1segaaziden wag nia. vaaruanslunisiiansundndegunsal Spare part

Aananlaglrdndaenarsuiniauiunsvindey i
76  mssensugUnanisruy CSCS uazguUnsaitlasiuvouiy

(1) #3udeazdeadnd15iaszuy CSCS wargunsaldasiuvouiy
iladaisenisgunsaifiazdesionou Tnsdudiefesdimenuunununisionougunsal uas

518n1159UNIalNATANLTUNITTe0U T NN . WINTUINTI@BULALTUTY (Approved) Now
adunissensun1gly 60 (Mndu) Ju dudnanTuasuuludya wagTudwouiug
2) ASudneadeninnTenaugUnIalveeszuy CSCS wavgunsal

Joanuiy fall
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1) s¥uu CSCS

Distributed /O Modules (DIMs), Central Processing Modules
(CPM), Local User Interface (LUD (lawn Industrial Computer, Monitor, Mouse, Keyboard & ¢
Printer), Time Reference Unit, Inverter, Converter, Terminal Blocks, @18iatdalewnitings,
Power Supply Cables, Miniature Circuit Breaker, @18 dqey18d (Input/Output Signal Cables),
Operator Console (loun 1ig LLazLﬁj’l?’]j), CPM Cabinet wag gunsaiym CSCS Interface

2) gunsaidasiu

- 115 kV Main Control Board saulufisaadyaiunic
QU Primary Equipment

d1m%u Synchronizing Panel Té1fiunisaesantitowlly
finssldanusauifu 115 kv Protection and Control Panel wa3szuu SCPS vl

- 22 kV 58 33 kV Protective Relay, Terminal Blocks,
Power Supply Cables, Miniature Circuit Breaker, @18 dgyfy1ad (Input/Output Signal Cables),
Lockout Relay (ta1gikuu Mechanical Reset) wag Relay Test Block

d1w3u Hom Buzzer Tidfluniseenuuuuagyuusaiieli
annsaldusuiussuuiinasalng wieufinga Cut-Off Switch

(3) fudnedessiiunisienauingues Low Voltage Compartment
i1 999 22 kV, 33 kV Switchgear Cubicle sailUfsgunsaiusznauilallalismeensondesnids
qﬂﬂiaiﬁéyaa@uﬁ”’wmﬁmUﬂﬁﬁ’ﬁmmazﬂwgﬁﬂm nsluihiunsingg ade 5. an1uiiduiunis
@) AFudeesdnindnydsienisaunsalsyuy CSCS wazaunsal

Josfuiisenounmunvosudazanillai ndeudsgunsaiiisensurimundidheufoinisuas

thgeinwn nsliunsngg mude 5. anudiduiunis

(5) nvln.agdadmitluviinis Shutdown seUU CSCS LAy gunsal
ﬂaaﬂmamu sadsiuszanununmsienouegslnddn LABETUIIADINIUHY uazdunouns
Je00u 19 niln. iensavaeuuazliaufiugoudianiinesistes 15 (Fusin) fustinis
nauALIuNTg

(%
Y

7.7 MIBRNWUULAEARAITEUY SCPS
(1) fFudsazdoshnisdrnamihnuienisesnuuy wagind

S8UU SCPS s Supsiinandoaifivanedl nvin azanunsafiansan uaziuses (Approved)
rounsindis InedFuinasdesdsuuumsinsedmiumasiiunuoguasudls niln. fiarzan
wazsusas melu 90 (Wau) Su tudnenSuamnludya uwasudweuiud

wuukaglenansaanafedlasunsunlulaeggudng g3udnedes
sudunsudlonazdndalst ain. aelu 15 Eusi) fuins dudaaniuiildsuudsan ama.

. azAndunIsiatsan wasudmaligsudnmsuneluy 15
Gu) Yuhns Tudaaniuildduenaisangiuie mnasuimuaudadiuiadailldsuudma
fanan gsudsaunsadnenaisdinanluldlunisanudunuld lnensauauaunmaudinady
ANUSURAYOUDIETUINUALTE LA

W
Y
B

(2) dSudneITABIERNLUUNITARRIgUNTAlsEUY SCPS Taglu
Awranwnzan wazlasuni1ssusesan nna. (Approved) taglulvlinanssnusegunsali
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amé’jﬂagj@m (Existing Equipment) vi3afinansgnutiosiian n1sivdsuntasmdlyleg Tvegluaiy
UinreuvesFUie uazdiuiaziFensoslddeiianinain nva. Snlalls

(3) iesnmisdidunumudggriidunisiadegunsaissuy
scps dniugunsalliidisnelvuda FafudFuinasdosndumsiemiusedinsete wagiunly
nsflunmsidaeuazitueu lunsdifanudndudosiulifouftinu fiuiaasdesdnse
Usganusuiuidmihiives na. aaithegisties 15 @usi) fuihns

@ . azudskadmiing eviuthiinouen uasUszanueuiy
fsuiegndlnddanannssaziadaudizunisinaieauisnisihssuilmidldou

(5) f¥uinsdasoonuuuuasfinfeszuy SCPS TelanautAiiuly

mudarundisd (a1 ADDENDUM wes Specification No. RSUB-010/2564 (Rev.1.0))

AANUR Uaimun

Network redundancy protocol | Parallel Redundancy Protocol (PRP)
and/orHigh Availability Seamless Redundancy (HSR)

Time synchronization IEEE 1588 or IRIG-B

(6) dm¥u Ethernet Switch flagtianldlusyuy SCPS azdoail
AasautRdulumadarinundail (i ADDENDUM w83 Specification No. RSUB-010/2564 (Rev.1.0))

AENUR Vo mun
Conform to the industrial According to IEEE 1613- class 1 for the Ethernet Switch used
environment performance in station bus level
OSI Model Support EthernetSwitch at a station bus level shall be L3 type
Auxiliary Supply 1) 125 VDC nominal voltage (substation DC system) with

minimum range 80-120% of nominal voltage, or
2) 230 VAC nominal voltage with £10% of nominal voltage

Network Switch and Time Transparent Clock
Synchronization

(1) s1waziBangunsnilusgdu Station Level d1m5U Network
Topology 1 Tpanuuy %’mmuazﬁw@%qﬂmaﬂ il
1) gUnsaiTime Data Server (TDS) ¥945¥UU SCPS A¢ A8l
gUnInl GPS Receivers uaz GPS Antenna $1uiuegnsas 2 9a Tnevs 2 4a aedonhaundousy
MABALIAILAZAINTTYIIULAATUNIUAIL Spec No.RSUB-010/2564 (Rev. 1.0) 98 7.7 Station
Time Synchronization lagigdesd TDS 1 2 9 fanusanfeunaunuiuldvuilunsdigunsal
DS hladmdaiellaiannsaldonuls
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Antenna A

Time A
Station Bus

Station Level

=)

Time

synchronization

NTP

Time B Ethernet
Station Bus

GPS Receiver B

Bay Level
ll

5U# 1 3ULUU Time Synchronization Diagram 16 (dmy IEEE 1588 Wintiw)

Y
Station Switch
Station Bus

IEEE 1588

2) gUnsad SCPS Server ¥835¥UU SCPS HgUnsaidnuIu 2 ¥
g7 2 ¥a gApvinuniaNiunaenIa

A3 saUnsalinge winzludiu Station Level vasusazandlni [Judsil

Sdui 578N159UNT0 U | VY
1 SCPS Server (Industrial Computer) 2 Sets
2 Station-operator HMI or station level operator interface (SLOI) 1 Set

(Industrial Computer)
3 Engineering Workstation (EWS) (Industrial Computer) 1 Set
q Engineering Tools (Laptop) ¥ 1 Set
5 Gateway 1 Set
6 Cyber Security 1 Lot
7 Time Data Server 2 Sets
8 Network Management System 1 Set
9 Protection Management System (PMS) 1 Set
10 | Digital Fault Recorder (DFR) @+ DFR Server (fianndilnin) @ 1 | Set

YLK (1) ﬁﬂﬁ%UEgUﬂiﬂj Engineering Tools (Laptop) 3z@915995Un1514911 Operating System
WUU Microsoft Windows wielsianunsaldsiusiuiu Application Software e liiauysel wayziodl
AuanURn Wuetaley

Type Portable computer system

CPU Intel Core i7 The latest generation available in the market or better

Display 14-inch or more

Memory 16 GB DDR or better

Storage 512 GB SSD, or better

Battery Lithium lon 3@ Lithium Polymer

Port 10/100/1000 Mbps Ethernet LAN
USB 2.0 or better, at least 2 ports

Wireless: Wi-Fi: 802.11ac Wi-Fi wireless networking; IEEE 802.11a/b/g/n compatible or better
Bluetooth: Bluetooth 4.0 wireless technology or better

U58n3051A1L899: (S19en@15UsENINSIAN)
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Electrical and Line voltage: 100V-240V AC

Operating Frequency: 50Hz to 60Hz

Operating temperature: 50° to 95° F (10° to 35° Q)

Storage temperature: -13° to 113° F (-25° to 45° Q)

Relative humidity: 0% to 90% noncondensing

WAsgIuAeLiames | MIL-STD-810G 1130 MIL-STD-810H #3ouasgudus Aidieuldes
AU

(2) #m¥ugunsal Digital Fault Recorder (DOFR) T#danitamizaadlaifidszuy
115/22 KV viz® 115/33 kV %30 115 KV iy

8) ;E%’U%”m]zéfaqaaml,w%’mmLLazam&gwaLLammasuaqswu SCPS
Tnefis g Uil 2 Huetiaion nefiseasdendsd
(8.1) 99 SERVER dwisudnmsgnudeya wun 24 i Duethafes
THarusaufusny KVM Switcher + Extender siasiuszavdaynianm Aguase wazwid damiuns
9oliuulfiz Operator InaunfaziUauanina HMI (SLON wa353uuld uidosaunsalddmsuidngs
wazdanis SCPS Server danuiaetl
(82) 90 SLOI dwfudiaes muau &3 grudoya vunm 24 i
\usgaifes fer U KVM Switchers 3o Extender viiegunsnivnudayann Wleifiuszovdayqanm
AgUDIA wazlnd dmsuinseslivulfe Operator IngUnfagilananswa HMI (SLOI) aesszuull
(8.3) 98 Engineering dmsuldnsiaseunsviaumessyuy auad
wun 19"-20" Wuegneties THausanfu KYM Switcher + Extender wiaiinszosdyaianin
duosa uazishd dmsunsaslivulis Operator dmsuriminfiguaszuy SCPS
(84) 98 PMS dm3uguadanisgunsal Protection Relay 1unail
Amua 19"-20" 1uegnetiae dar1u KYM Switchers #30 Extender w3agunsalvanadyqyial
Wioiuszardynmnm Aduein waziid dmiuinsesliuulfy Operator dmiuidmiigua
FYUU PMS

n
A

(85) 9 DFR dwsugdieya Fault Recoder 910 DFR unnfirimug
19"20" Wuegeilow sionu KVM Switchers 3 Extender wsegunsalaenedayeyiod ieufiuszes
Fymnanm aduedn uazshd dmdunnasliuulfe Operator wieaeiaunsawuLiuliuasinds
1¥lug Rack fieafugunsal DFR dw¥uidwmihfigquasyuu DFR

U58n3051A1L899: (S19en@15UsENINSIAN)



SLOI

e

KVM Switcher|

| KVM Switcher

PMS ﬂ

=

KVM Switcher
i Extender wia

KVM Switcher
s Extender vfa

wie Extender wie

@_

SERVER 1 SERVER 2

._

SLOI

Station BUS
LAN A

- ———— - —— ——— - "}

'
=) L

£ =4 ar

Iﬂﬂ drgwdare Q .‘l g(l[‘n\ l\,v f& Hortware 9L FANHAITHATUTITH3893UNTILYBDURE h--
Remote access confisuratir Q sy uU Network a38aunsaiffasalgauanisfdiunaulng
209 ANA. N

(10) §5U9ADIBONWUVLASRAARITEUY Protection Management
System (PMS) ¥4 Hardware wag Software dwmsunnaniiiluil lasgunsal Hardware (Rgdnal
wasadeansluas Software 9 Waauﬂ’muﬁm'l'iﬂ‘iaﬁUﬂ’}‘iL‘UaumaﬂumJn‘im Protection

mﬂmﬂﬂmuwﬁmﬂmu’ww luowan) smvumvmaqmmmmmwumuaawauaamma‘lﬂu

1) Remote configuration All Relay directly in PEA Substation

2) View device settings and manage change history

3) View and download retrieved fault records All Relay in
PEA Substation

4) Store all data in the database

5) Provide web interface to view and download events

6) View reports on screen

7) Print and export reports

8) Securing remote access

9) One user account to access all applications and devices

10) Define access permissions per user, per group, per device

UsEnnsIAavi: (519:0na@15UsenIng1an)
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(11) fudrsazdosinnmionfnisgunsn Digital Fault Recorder
(DFR) dmsuanriiluiiinszuiu aarilwivuease andluilnuide aoillwihaiasasiy
anfllwihnasmans andlnieeune aofilwiunusidl 3 aadlwihanue aantlviwgays 3
anniflwihnends andliihees 2 TnefswasiBennnaut® il

1) gunsal Digital Fault Recorder fiasiinuaudanivnaila
LLazﬂ‘Nqﬁ%umaﬁwmmmﬁwqiﬂu Annex 10 - Digital Fault Recorder (DFR) Specification
yosawAEauil RSUB-010/2564 (Rev. 1.0)

2) gunsal Digital Fault Recorder 2z@naUsenausiy Hardware
(awdosdineindeas) Invazdosmadanios DFR Sever @aanillniln) dmsusnns DFR wavsausa
Yoyaludnng 9 Aldann159i191uves DFR 13U COMTRADE File Iag DFR Server (@anniiluiiin)
wHesannsndstoyaain DFR Iilaesaluifh (rumgnsaifiietu videmuseunan) 39 DFR Server
(@aoidlwih) FsnandeddszuuufoRn Windows Wiy Sefondunesiu Windows 10 vielwl
117 wazdosEnnsoRnss Software MiimuaNsases UM dousauarldnusaniu Data Server for
Digital Fault Recorder (DFR) @s nvln. flunudiazindsldauiidtnondng Tusuwan) 18 Tnessuy
wdosdiamuansoiuguiwoluil

- Remote configuration

- View device settings and manage change history

- View and download retrieved fault records

- Shall automatically dial and transmit data to Master

station at PEA’s headquarters
3) gUnsal Digital Fault Recorder Nagiauadniufinglyau

ghesarnITavnuldasuiiugndesniudemivun laslifnfs Software ¥ae DFR 98358UU
igunsal DFR Server Magfilniln) winiu ldougynlimin Software v DFR luRinRsimeuiiines
YADUT VBITTUY SCPS

4) guUnsal Digital Fault Recorder 9gfiasdaiiudayatsnnasn
s Fitudinldmutoulvvesnstufindeyavesgunsal Tnsazdesdmiuegluguuuy COMTRADE
files AANATEIU IEEE C37.111 - 1999 %30 edition Al

5) gunsad Digital Fault Recorder fiaatigusuunisthdeyeyiandn

v

&
JU

1. STAULSIAU 115 kV

1.1 Analog Input

PT Bus thudvia 3 il n Bus

PT Line didniis 3 wla yawud (nsdlifldasu 3 wla Tidudianzimaild
dm5u Sync.)

CT Line i 3 wla ynuug

CT coupling Bus vhideta 3 i

CT High Side Transformer | 1119199 3 W V!ﬂLUEj

CT Low Side Transformer | 191919 3 & V!ﬂLUEj

CT Neutral Transformer (013)

U58n3051A1L899: (S19en@15UsENINSIAN)
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1.2 Digital Input

Circuit Breaker - Status (52a,52b) v@n Circuit Breaker
Disconnecting Switch - Status 984N Disconnecting Switch
Bus Protection - Bus Differential Relay Trip

- Bus Differential Lockout Operated (86B)
- Breaker Fail Lockout Operated (86BF)

- 87B On/Off Status

- 50BF On/Off Status

Line Protection - Distance Relay Trip

- Directional Overcurrent Relay Trip
- Time Delay (CB Fail) Trip

- Auto Reclose Operated

- Tele Communication Fail (613

- 21Tele On/Off Status

- 67Tele On/Off Status

- 50BF On/Off Status

Transformer Protection - Transformer Differential Relay Trip

- Restrict Earth Fault Relay Trip

- Overcurrent Relay Trip

- Earth Fault Relay Trip

- Power Transformer Internal Protection Trip
- Time Delay (CB Fail) Trip

- Transformer Lockout Operated (86T1)
- Transformer Lockout Operated (86T2)
- 87T On/Off Status

- 87REF On/Off Status

- 50BF On/Off Status

2. STAULIIAU 22 kV/33kV

2.1 Analog Input

PT Bus thudwie 3wl i Bus

CT Line Yudiia 3 wld e Incoming
2.2 Digital Input

Circuit Breaker - Contact (52a, 52b) 489 Incoming
Incoming Protection - Over Current Relay Trip

- Over Current Earth Fault Relay Trip
- Time Delay (CB Fail) Trip

(12) ;E%’m’f’mzéfaqaaml,w FANILALAARAT TETUUNITINYIAULUAS
Uaenaselaiues (Cyber Security) Ineilsneazidun Aadl

(12.1) szuunmssnwanutiuaslasnselewes (Cyber Security)
wwdpsansasniunsiufuszuumelulabansauma suvaenndosiuuleuisnazunyfon
anusunsaenfudmiuansaumavas niln. (PEA Cyber Security) Tnanisandunistiiduln
ANNEX 7 - Cyber Securities Requirements vosaaLaii RSUB-010/2564 (Rev. 1.0) #aii nvla.

U58n3051A1L899: (S19en@15UsENINSIAN)
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o

YoaruAnslun1InTIvEuLarUTUUTISEUU Cyber Security fendd MsudeenwuULn lnegsu
epssuravaumldielunsUTuUTIsEuy (6n3)

Management

Restricted

Engineering

Firewall

DMZ

Firewall

Station Level

Station BUS
LAN A
LAN B

IEDs
Bay Level

IEDs Q
SUt 3 ﬁnasjﬁatﬁagﬁ

(12.2) N’i‘U‘ﬂNﬂ“iﬂ’ﬂﬂﬂﬂﬂLLUU "UGI'W]LLawﬁlﬂﬁN‘i”UUﬂﬁ‘iﬂﬁ'}ﬁ’}’m

fiunsuaonsielol m)er Security) 9ABaUTENBUAIY Hardware U Software lngagateanuuy

mstUosiu (Security

rimeters) T‘mﬁaﬂﬂaaaﬂuuu'm’wm'smaumamm’mmugﬂm 2

L = EEJ al
(12.3) 52Uy SCPS 2gdpaflauannsaiuglumsinwaiy
TuasUaannalawuas (Cyber Security) sghsasnmalil

Factor Authentication)

UsEnnsIAavi: (519:0na@15UsenIng1an)

1) Next-Gen Firewall that detects ICS protocols
2) IDS/IPS
3) Strong remote access authentication (5945U Multi-

4) Security perimeters

5) Role-based access control

6) User authentication

7) Password management

8) Security event monitoring

9) System performance monitoring
10) Patch management
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11

12) System hardening

13) Unused ports/drives/services disabled

14) Backup and recovery

15) Anti-virus

(12.4)mi§w;1'jqqﬂﬂiai Firewall Wa¥N15WU4 Zone N15U89

gunsaffiinmadeuderuieiothanisuen 1éun CGW, EWS, PMS wag DFR Hu azdudnuaznisee
2 wosn Tneld 1 wesmdousefuin3etie Station bus ¥aasEUU SCPS way 1 Wasn \Haureofu

Configuration management

)
)
)
)

wieU1eves niln. Insazdeateusor ugUnsal Firewall Wity

(13) gSudneazreseanwuuliaunsal GPS Receiver, Gateway,
Network Management System, SCPS Server, Station Level Operator Interface, Engineering
Workstation wag Digital Fault Recorder ﬁaﬂﬁgﬂuﬁ Station Cubicle {ufin Rack Type ey
wnzanlunisandaldausazanutuasiasadelunisldaussuy SCPs Insfidainunves
7 Station Cubicle figedl
(1) vualdtosnin 800 Taawas (W) x 800 Aadiuns (D) A
galitdesndn 45 U
(2) Frame Structure finununlidtiosnin 2 Jaawms, Sheet 3
AN liteeniIn 2 dealns
(3) Aindainauiioszunseinia S1uau 2 flanunsnaiuny
msﬁwmé”mmséﬁgﬂmqmmﬁ
(13.1) dmsvaanfilainszuu 22 kv Juwimnenisesnuuunay
Anslegunsaflug Station Cubicledrunu 4 § Huogetes (admnfiufinsfindanielusosaiuny
vosandilwi liiome sxdedldsurrudiiurouan avla. Aeumsiuiiums) Tnediseavidendsd
(1) 7 1 Gateway Panel Usznaudaggunsal laun
Gateway, Time Data Server 1, Time Data Server2, SCPS/ Center Switch, Substation Monitoring
BCU, Optical Fiber Distribution Unit (FDU) d%L‘TJuﬁ'ﬁﬂﬁ’m%UﬁmL%amiaaw), Optical Fiber
Storage Box (liAvangliueseenindruiiegniguen FOU lilanudasadouasiduszifov)
Wueeeey
(2) §#1 2 SCPS Server Panel Usgnausogunsal dun
SCPS Server 1, SCPS Server 2, Inverter Bypass Switch iag KVM Switch Juegratioy

(3)§7 3 SCPS Engineering Panel Usgnauniegunsal
lAuA Engineering Workstation System (EWS), Protection Management System (PMS), Network

Management System (NMS) uag KVM Switch tJusgnatios
(4) 99 4 Station Switch Panel Usgnaumeaunsal laun
Station Ethernet Switch (§112u Ethernet Switch uagfiun1sinuaunisinasldanuasa)

U58n3051A1L899: (S19en@15UsENINSIAN)



- 17 -

800 mm 800 mm
A
Plate for MCB Plate for MCB
e Blank Plate 2
Blank Flate
Gateway SCPS Gerver 1
Hlapk Plate
TOS 1
=[_ !.‘I SCPS Se 2
105 2 —>—r1\ rver
te
Plate for SCPS/Center SW. e - Plate for er Bypass SW.
al———1 .,,.lllr. I~
§ : Cyber Security 5 ™ % pr Lo

m Station Monitoring BCU

itch 1
S h 2
e | (| Optical Fiber Distribution Unit
1 © M| Optical Fiber Storage Box
Blank Plate
Blank Plate

N
Blank Plate
1 n Plate for Ground Bar O}\ Q N Plate for Ground Bar
e
Gateway Panel %%@) SCPS Server Panel

800 mm m 800 mm
- N - >
O,
% for MCB Plate for MCB

| station Switch 1
EWS
Station Switch 2
il Station Switch 3
PMS |
il Station Switch 4
NMS
* &
KVM Sws.lch 1 —
KVM Switch 2
e
Blank Plate

Optical Fiber Distribution Uinit 1

Elank Plate | o Optical Fiber Storage Box 1

Blank Plate o e ez || Optical Fiber Distribution Unit 2
M o h Optical Fiber Storage Box 2
Slank Plate
Blank Plate
Plate for Ground Bar _Y Plate for Ground Bar
SCPS Engineering Panel Station Switch Panel

Y I

U7l 4 fhegsguiuumsinagunsallug Station Cubicle dmduannillwinszuy 22 kv / 33 kv

UsEnnsIAavi: (519:0na@15UsenIng1an)
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(12.2) dmfuanrillufinszuy 115/22 kv wie 115/33 kv
fuumsnsesnuuuLasinrsgunsallug Station Cubicle $1uu 6 § Wuagielion (Radunitudi
nsnsaneluresauauvesanidluih Tlaidfieane asdedldfuanuiurouain nin. nounns
sudiuns) TnefseasBendel

(1) ¢ 1 Gateway Panel Usznausaggunsal 1iun
Gateway, Time Data Server 1, Time Data Server2, SCPS/Center Switch, Substation Monitoring
BCU, Optical Fiber Distribution Unit (FDU)@%Lﬂuﬁﬁﬂﬁﬂﬂ§UgﬂL%auﬁaﬁﬂﬂ), Optical Fiber
Storage Box (fifiuanslviueseen@ndiuiiogaisusn FoU Iiimmdasndouazduseidou)
Jusghaie

(2) @l 2 SCPS Server Panel Uﬁvﬂa%’?"waﬁnizﬁ laun
SCPS Server 1, SCPS Server 2, Inverter Bypass Switch wag KVM Switch k Wupdiaioy

'
&4 e

(3) @il 3 SCPS Engineering %anel Usznauniegunsal

laun Engineering Workstation System (EWS), Protection Managéhaeht System (PMS), Network
Management System (NMS) uag KVM Switch tHuseatias

(4) §il 4 DFR Palel Vsenousaegunsal 1éun Digital
Fault Recorder (DFR) @iz DFR Server \luatnsiat

(5) #ii SStation Switch 1 Usyneusiaegunsal leun
Station Ethernet Switch (S112u Ethernet Switch itlegfunissiuaumsiindaldanuada)

(6§76 Station Switch 2 Usznaudisgunsal laun
Station Ethernet Switch (¥7uu Etffermet Switch %uagjﬁ’umﬁﬁﬂumnﬁﬁmﬁeﬂﬁmuﬁﬂ)

LLY]

N 800 mm 800 mm 800 mm
e 3 [
Plae ol B Plate for MCB Plate for MCB
g Black Plate L} 2 Bans Pl 2 Al o1
Blank Plate {l Blank Plate
o= e
= Lok i 7 -
: | Laleway SCPS Server 1 ' l=‘_"‘ | EWS
Blank Plate
D51 ———]"
s — &
DS 2 SCPS Server 2 = W || rms
Jd M——
Plate far SCPS/Center SW. Plate for Inverter Bypass SW. Blarik Plate i
== =1
Cyber Security 2 —— | SLOI 2 : [——— i | HIS
b i ]
ST == 1 S e
Statios:Momitorg B il TEEET]| KvM Switch 1 MESSTEERTR KM Switch 1
L1 Hlank Flate 1
KM Switch 2 il =B | KV Swdtch 2
oo e e mmmm | (| Opticad Fiber Distribution Unit
m a bl Optical Fiber Storage Box Elani Flate
Blanik Plabs i
Blank Plabe Elani Flate
Blarik Flate Blartk Plate Blari Plate
|
Plate for Ground Bar ¥ | ” Plate for Ground Bar ¥ | Plate for Ground Bar
Gateway Panel SCPS Server Panel SCPS Engineering Panel
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200 mm

any

10

Plate for Test Terminal

g pae

Plate for Test Terminal

[ fiack Plate

Blank Plate

g‘dﬁ 5

Lﬂaaumcﬂ‘uaa Low
Control Unit Légn

DFR Panel

@t

Plate for MCB

CFR Server

DFR
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a5

104

Plate for Ground Bary___

maamﬂuwmsmmqﬂﬂs
U 115/33 kv

Plate for MCB

N
Station Switch 1

Station Switch 2
Station Switch 3

Station Switch 4

RED Box E
L]

Optical Fiber Distribution Unit 1

Optical Fiber Storage Box | é

Optical Fiber Mtrh\b@
ical Fiber Stor#ge e
Optical 10(

Blank Plate

SN

‘%a%or Ground Bar 1

AON

8O0 mm
Plate for MCB
E
Blank Plata
ETil
Station Switch 1
Blank Plate
| Station Switch 2
Blank Plate

Station Switch 3

1
2

Station Switch 4

RED Box

mmn mmmm| || Optical Fiber Distribution Unit 1
'z/ i bt | Optical Fiber Storage Box 1
O | o e o
o e mmmm| || Optical Fiber Distribution Unit 2

Blank Plate

Stali

Station Switch Panel 2

tatlon Cubicle dwsuaadlniszuu 115/22 KV 30

@@

sEiunsi 22 kv, 33 kv Switchgear Cubicle T nfiunis
V%U mpartment Iﬂﬂ@@ﬂLLUULLauWﬂﬂﬁ Protection Relay and Bay
%vmaauaﬂﬂ‘smmsumul,t.avm’lﬂavLaamwaﬁwaw ANN. AW

NIRRTV proved) Aoumshnga Tngliuasuvaeniuflug Low Volt Compartment 1%
Juvdla LED fae

OHD

=z
o

Description

PROTECTION RELAY AND BCU

TEST SWITCH Neo.t

WETER BATEC.

TEST SWITCH No.2

(ol o]

OGO GEIED G

@@ 000

POWER METER

WITHDRAW UNIT STATUS

CIRCUIT BREAKER CONTROL SW.

EARTHING SWITCH STATUS

VOLTAGE INDICATOR

W 0| N U R -

CONTROL POSITION PUSH BUTTON

HEATER ON-QFF-AUTO SWITCH

ON—OFF LIGHT SWITCH

1VB-01

AND
QUTGOING PANAL

W,%,L

FRONT VIEW OF LV,

RESET RELAY PUSH BUTTON

RESET LOCKOUT PUSH BUTTON WITH LAMP

ARC DETECTION LOCKOUT RELAY

CB. COMP. DOOR

UsEnnsIAavi: (519:0na@15UsenIng1an)

Optical Fiber Storage Bax 2

Plate for Ground Bar
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gﬂﬁl 6 gﬂﬁw&mmiaﬂiﬁ% 22 kV/33 kV Protection Relay and Bay Control Unit

(14) n1998NLUY wazAnRsludIuYeITEUY 115 KV du Tigsudne
anlluniseesnuuunieusingeg 115 kV Control and Protection Panellagn13e@nuuunoil
FUAZLDYALNEINDTINIA. AZEUNITANITULAZIUTES (Approved) ABUNITAARAS

=
e

DESCRIPTION
LINE PROTECTION RELAY MAIN 1

LINE PROTECTION RELAY MAIN 2

POWER METER

1YS-03 DISCREPANCY SWITCH

1YS-02 DISCREPANCY SWITCH

1Y8-01 DISCREPANCY SWITCH

1YS-01 DISCREPANCY SWITCH

1YG-02 EARTHING SWITCH

DISTANCE TELEPROTECTION OFF LAMP

10 | DIRECTIONAL TELEPROTECTION OFF LAMP

DISTANCE TELEPROTECTION CUT-OFF SWIT(H

o 12 | DIRECTIONAL TELEPROTECTION CUT-QFF. SWITCH

13 | SYNC. CUT-OFF SWITCH

14 RESET RELAY PUSH BUTTOY

o 15 | LAMP TEST PUSH BUTTON

16 | PANEL-SCPS SELECTOR-SWICH

17 UNE PROTECTION RELAY|MAIN'G TEST SWITCH NO.1
° 18 | UNE PROTECTION \RELAY\MAIN 1 TEST SWITCH NO.2
o 19 | UNE ZROTECTION REIAY MAIN 2 TEST SWITCH NO.1
20 | UNE_BROTECTION RELAY MAIN 2 TEST SWITCH NO.2

3
olo|lvlo|lo|s|w|w]|=

.r
ootk

e CLOCOCTE XD
°W~‘u4 ‘

&

LCP PANEL
gﬂﬁ 7 3UA981915ARAS 115 kV Control and Protection Panel

e U7 4-7 \Jugudegradesduiiionansiuimianiseeniuuiaznisinaigunsallaeiail
dmsunisanliunisesesidazanillnihazdued fugunsaliazanimiiuinvesusiazani il

(15) FemmuaUasrudmiunisinnsaunsal Push Button wazaing

£

wi1@dmTug 115 kV Control and Protection wag§ 22 kV/33kV Control and Protection lagil

‘usu
[J

a v A 1 4
8a2L8ANILLTUDY1UDY
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Y & o o
MU HeNFUNITYINU

Do

LR NGRIAK

Cut-Off Switch

Push Button

Soft Switch

Lamp

SCPS HMI

Control

= | ).

3%UU 115 kV Bus

Panel-SCPS SW.

87B Cut-off

87B

Lockout 86B Reset

Relay LED Reset

Lamp Test

2 33UV 115 kV Line Bay

Panel-SCPS SW.

21TELE Cut-Off

67TELE Cut-Off

ATS Cut-off (§13)

21TELE

67TELE

~ [~

~ [

25 Key-Switch

79

50BF

~ [

Relay LED Reset

NN IS

Lamp Test

3 33UV 115 kV TP. Bay

Panel-SCPS SW.

87T1 Cut-Off

87T2 Cut-Off

87T

87REF

50BF

Lockout 86T1 Reset

Lockout 86T2 Reset

Relay LED Reset

Lamp Test

4 UV 22, 33 kV

Local-Remote SW.

/

Simultaneous Fault

/

(1 set/Bus)

E/F (50N/51N)

79

81

50BF

Lockout 86BF Reset

Lockout Reset (§13)

Arc Protection Reset

Relay LED Reset

Lamp Test

NN YN N
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(16) d115U 115 kV Line Protection, 115 kV Transformer Protection
way 115 kV Bus Protection avfaalluwuy Double Main Protection ﬁgﬂﬁqﬂﬂiajﬁga Main 1 e Main 2
ADINNNANT U Y
a7 qﬂﬂiﬂj 22 kV %30 33 KV Protection Relay and Bay Control
Unit #oadugunsaifaioatuluyniud wasassosdiilerduded
- 22 kV/33kV Feeder Management :
- 50/51, 50N/51N, 67/67N, 25, 79, 50BF, 81, way 27/59
(18) #5udnsnesdanigunsniuay ganuUUNaAdy Simultaneous
Fault d1%35Us2UU 22 kV kag 33 kV Iviﬂiumumw nun. Avualaglilady OOSE A3
H1AIFU IEC 61850 TumﬁLLaﬂLUaaumauaivmwaUnm wieldlunisadiees? usanam
w¥auiiaAnRa Cut-Off Switch (Enable/Disabl )‘mm Incoming Uaay 1 m Qﬂ

| %
e . con =g
Th |

Distribaution bus 1 —

Dhmburlm ban 2

r)
&
F

i
i
] |
<

@ans Faults Logic Function

Incaming 1 Incaming 2
~ Oulgoing 1 =
87/07N Pickup . (A : l r nmm Outgoing &

T

mb
)] & Time Dial <F O
L+ »1 el
M [ TR L= O g S g el

.E f
&
:f
2 E'N
Bge
A\NA\
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(19) Tuduas 22 kv Capacitor fiosdidiumsiinssgunsaisiuiu 2 ga
(rufiszylumeensudsUiinnnu B of Materials) vesustazamilyiily) il
(19.1) aamwmmzﬁméﬁ@qﬂmaﬁ Protection Relay and Bay Control
Unit §79u 1 Set 71§ CVB-01 wae
(19.2) aamwwazamé}u’qaﬁﬂmai Bay Control Unit (BCU) 3117w
1 Set 19 Capacitor Bank 1 0 meluvies Capacitor Bank
(20) fFuirsdesonuuulitinisiadsgunsal Lockout Relay d1m5u
115 kV Bus Protection, 115 kV Transformer Protection Main 1 thag 115 kV Transformer
Protection Main 2 Taglstfffuinadenldidundafusii nvin. neldauuazldsumiufiuyeuan
nila. Tneiisoazidensall

(20.1) 86B Lockout Relay (86B+ 86BF) (agnetiey 20 Contact

Lazisawerefnfsldunusiuiuesaswesaanilnil) se 1 Ua wlevimihd Trip waz Block
Close dw3u 115 KV Busbar Protection (@wuaaiflwiaiflfusuuuy 115 kv Bus Scheme 7]
Bus Protection 371721 1 lau 19U Main and Transfer Bus Scheme)

(20.2) 86B Lockout Relay (86B+ 86BF) (sgnstiny 10 Contact
wazifisanasansldaunisluwsaziug (115 kV Line Bay, 115 KV Transformer Bay) iiiavinntiil
Trip uAg Block Close d13u 115 KV Busbar Protection (d1v¥uaandluiiifidusuuuy 115 kv
Bus Scheme i Bus Protection wnifiunanelas wiu Double Bus Single Breaker Bus Scheme)

(20.3) Lockout Relay (8819108 20 Contact LaglNgIND e
Aasaldumusuiuiesswesaandlnd) fo 12993 (Main 1 way Main 2) dieviueit Trip waz
Block Close @1%3U 115 kV Transformer Protection

(21) Hefitu 50BF dwsussuu 22 kv 1ide 33 kv zdeseanwuulild
gUnsnl Lockout Relay (9814108 20 Contact uagifissworefadldaumusiuiuiansaiaes
a0l sie 1 ¥a Wileviwiidl Trip #1umns Hardwire 1Uga Feeder duq Tagliiffuinadenty
Hundasasia i, weldusagldfunnudiugeuan nia.

fatldmsuanidluiindifszuu 22 kv wie 33 kv S1uau 3 T4

thu gUnsai Lockout Relay voeadl 2 axsosiloghation 30 Contact

(22) Q%U%’Néfmaaﬂquiﬁﬁmiﬁmégaqﬂﬂizﬁ Trip Circuit Supervision
Relay uondm3uszuu 115 KV Seagdasnsounquiuansasvisvvemnudlasligfuiadonltidu
wAndoid nuln. weldau wagldsuarudiureuan nvin,

o

N
=
n

(23) #3udedeseenuuuliiinisinnsgunsal 27X (Under Voltage
Relay) sy DC Circuits veniuduazyniiawnasluusazieasiinsuiiuresyniasieelidentd
Jundndaaiin niln. welden wagldsuanudiureuain ava.

1%
Y

(24) gfFudneneseanuuulviinisinnegunsal Relay Test Block
d1m3u Protection Circuit lngiisgazidendiil

U58n3051A1L899: (S19en@15UsENINSIAN)



-2q -

sUluy fuvtsiiiads | Test Block d1113U999 Wi
Topology 1| 115 kV Protection No. 1 AC Circuit, VT wag CT | Test Block No.1 (Type 02

( )

and Control Panel No. 2 DC Circuit, Trip coil 1 & 2| Test Block No.2 (Type 01)
22 kV Switchgear No. 1 VT way CT Test Block No.1 (Type 02)
No. 2 DC Circuit Test Block No.2 (Type 01)

e (1) Test Block No.1 (Type 02) Al gunsal Test Block dwsu AC Circuit lngdasanunsaly
Contact ¥1 13-14 1§

(2) Test Block No.2 (Type 01) fio guUnsad Test Block #1w$u DC Circuit Ingd1e DC Supply

Iiwngunsal Protect Relay H1uw1 13-14 (DC Supply+) kag1 15-16 (DC Supply -) kagdasenunsasa

2993 DC Supply fanamilst ilenenrnsouvesgunal Test Block lngmsilawn 13 uay 14 eenaniu

(24.1) dw¥U 115 KV Bus Differential Relay T#@nds Test Block
No.1 (Type 02) wenmus wauud 115 kv Aiflanuusazanndlng
(25) dmiuseuu 115 kV {3udsasdesiniiunisdnmaags Control
Cable way External Cable d1wfuntasanas seluil Thasusuniuaiiudenisvesszuy SCPS
finnlm
1) Secondary current transformer circuits
2) Secondary voltage transformer circuits
3) Substation equipment DC or AC Control circuits
a)
5) Power supply circuit
(26) dWSusEUU 115 KV aniza9asiifszuuiiaddesfuanedaiy
Hu Line Differential Protection f¥uiazfesinnisienausanou anihilfesniuuniouinss
Tniiieldaulagldgunsal 115 kv Line Differential Protection gaifis waz@adsiig 115 kv
Protection and Control Panel il n¥ounaaauiisszuuTiaddaafulianysal Insn1seaniuy
fane uasnnaouIzdetlsunMuiurauan nvia.

Status and alarm circuit

27) ﬁﬂﬁ%UQUﬂiﬂj Digital Power Meter ﬁaﬂﬁgﬂﬁmﬁ%ﬂ Low Voltage
Compartment ¥83 22 kV %38 33 kV Switchgear Cubicle wazfinmait 115 KV Control Panel 99935Uy
115 kv f3udrssdoshmssonsusendeu sntlieenuuundosinddlmifiolfnulneldgunsal
Digital Power Meter gLl a(ﬂ(;ﬁjﬂuwhﬁ Low Voltage Compartment @suszuu 22 kV 138 33 kV
wagfindafig 115 kV Protection and Control Panel vsidwisuszuy 115 kV lamssenuuuuagfings
whedlneazduniiomed niln. svannsafiansanuaruses (Approved) Reumsins
(28) Inverter flazthuinssldau svdeadulumudeimundail
(28.1) auniina Inverter laitlosnin 4,000 VA, Output Power
laitfasndn 3,200 W anansnsesivinanvesgunsalil Station Level léun gunsal Industrial
Computer, Monitor, Printer g Ethernet Switch (ﬂ'iﬂjﬁ%ﬂw AC) Wudu
(28.2) Huailn Tower Type wiadndu Rack Type axfasfnds
7l Panel Fausnaenain Station Panel
(28.3) lumsinasldany Inverter 9zdioel Maintenance Bypass
Switch 59950 mode M3vi191u 16in
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(1) Normal Mode d@wsunsaivitanuluaniizund tnedu
141y DC #3910 DC Distribution Board wlauthilu AC ilednelilnan
(2) Maintenance Bypass Mode d1%15unsalvineruly
anngiresnsadulufulyl AC 39¥u91n AC Distribution Board titednelilvian
(29) d191%U Power Outlet flazirudndai Operator Console
AodlasuLnIgIu wan. 2432-2555
(30) #iudneReasuiinyeuMIUFUU§9993¢ DC Board way AC Board
Tanusaldouldasudunazifismeiunsldnudwmiugunsel scps fiandtlmifmuannises
sufansdifiasdosinmgunsaiiisiiusie sndiet1aiu MCB, External Cable way Name Plate sy
(31) M3RaAUALFULUUNMIILYE GoCB (GOOSE Control Block)
Foudulumuiiinasgiu IEC 61850 fvun Tnedasil MAC Address 184 GoCB pelutfsialuil
uarazdadlalld Address Ty

Recommended address range assignments
Service Starting address Ending address
(hexadecimal) (hexadecimal)
GOOSE 01-0C-CD-01-00-00 01-0C-CD-01-01-FF
GSSE 01-0C-CD-02-00-00 01-0C-CD-02-01-FF
Multicast sampled values 01-0C-CD-04-00-00 01-0C-CD-04-01-FF

v b

(32) fFuInARadamgUnsalsruumuRukartesiu sautiegunsali

WNeates isltlunsesnwuufndailanduszuu ATS (Automatic Transfer Switch) @wsusguuns
918l 115kV WuU Loop Line lasilsrsazidunsiail
(32.10) §Fudedeveanuuudnfeszuy ATS Aaadlnin

Aaald wazandlineune wiuseavidealuiided 7.4 lnelissaziBentoyaveaudi
Weateafuilaidudangla wail

aeu| sremsh 3 i B iah o
o M aondilwi | wodsulwidwman | wosulnigndrses VUELIAG
W (nquin) '
1 AABINA 2YB-01 4yB-01
2
2 AOUNA 2YB-01 4YB-01

(32.2) #5udedeedamigunsaluazeonuuuilendu ATS lagdl
sUnvuRaulunsvieuvesilsidun na. Mvuedwielull
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doulummvireuvesiladdu ATS (Scope of Work)
fawuali
- Xy8-01 {u wininefresiuidman

- YYB-01 i wininehesiutndses

1 Uaausninadaaasiuitman

Raulyn1svasiusnine$199sSudvan x@@

2 fulusninedleesiudrdrses da‘luuvia:funau‘llﬂdau'ls'lumsﬁ'ﬁ@

X
S @K

Oy deulumsviauvesiteridu ATS

15AULUSNNBI T UNEI50Y YYB-01

7.8 nsHnoUIH
o 9 . ot o s a ar 5 L7
AiudnevzaeIdavindalauanisilineusuliAsudIune 3 nangns
Usgneumeiite uwavilown lnglidwindeuavilomvinnn.wivveuneu Al
(1) M3pUTUNINGAT On-the-Job Training (OJT)
= I3 = Y} VY=< & v 9 val
nsilnevsuazidunwlnevsen1wsanguils dadunisdnled
N13838u3s8UU SCPS o 153971UAULUY (Original Equipment Manufacturing) Wusseziianliltes
11 105 (nlleFeei) dalus Wuniseusuiuarlaiiu 7 4alue InegSudnedesdalmdming nia.
@1u150%1n15 System Configuration, N15a@519kay Configuration ¥®4 Display kag Report

Generation 534919N15%11 System Integration Lieiiausogunsal IED A1uu1nsg1U IEC 61850
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Istgnaifor 1 anillwil lngazdesdaliadmiing nvinidsamniseusy Tungud 1 laidesnin 5 ()
aunaui 2 litfosnin 5 (1) au nguil 3 laitfesndn 5 () au uagnaui 4 litlesndy 5 (%) au
fadlidsidauazidonfiisitestundngnsls nva. iiurey
Aouniamaaauiilssnugudn dmivaildinglunisinevsuianualudianisiduna mudaen
Tngansiedostunglulssmenayssrinsssma adumaniafiuiu aaonTuremsuazAiin
fsuinsdendufufinsoudlddneomun
(2) MIpUIHNANEATNITUN5IINE (Maintenance Training)
nsineusuasdunwlnevsenusinguils nesseziaibives
131 35 (@wEun) Falue Wumseusuiuarliiiu 7 $alus Fadunsdneusy a ssmu/vionues
fdn vieamuiifiFuiedaeon dwmiuadlddelumsineusiiamediuinasiendufuiiaseu
Arlddetavan Tngazdesdalidwiing nvin. ihsmnsovsllungud 1 lsidesnda 5 (5) aundudl 2
laitfonndn 5 () au nguit 3 litfesndn 5 (%) au uazngudl 4 liidfesndn 5 () au
feildsideuandomitiorostundngasty nvin. Wureurou
(3) NspUsUnANansyU IR (Operator Training)
nsineusuaziiuniwilvenientwidengunls windu
awsanguazdosiianudadulngliidng Fadunsdeliiinisflneusunsufianuiugunsaid
amf;]'jﬂ%’mua'%a @il Ingazdeadneusunnaniidlni lunguil 1 ndufl 2 ngudl 3 uay
nguil 4 m'ﬁausqumumﬂwqwg 7 (13n) 9lae 57w 1 (wile) Yy waznnAUFOR 7 (13a) mim
590 1 (nils) Fu NL‘U’]iUﬂ’]iNﬂB‘UiN (doana i) Tuﬂaw L Laddeendn 3 (@) Au ﬂam/l 2
litfosnin 3 @) au nguil 3 litfosndn 3 @) au waznguil ¢ Lidosndn 3 @) au dmsy
AldTelunsineusuionun §3uisiondudsuinveualdinetome
7.9 N13ATIAARBULALVIAGBUITUY SCPS
(1)n15n523@0ugUnIalseuy SCPS a L5ea1uduyy (Original

Equipment Manufacturing Factory Audit)

ffudrsavdesdalfidaning nna. 1dmsiaaeunszuIung
HAngUNIal IED oy 13991uduuy (Original Equipment Manufacturing) sveziianliitasndn 5 Ju
vidonwdl nnn. Wiveu WA lunInTaaeuasnINEn MIAUANAMNINNIINER NNINAFDY
AunwgUnsaindn ganmveaaIesiiolunisndn Tusenitamsnnadoy fUszaiuaulzdios
osueistuneumsrAnLaraBnnszUIUMINadeUALE A mTINTunvasl sl ne R Fo el

v

Wil avla. iWhiamnseseaeulungud 1 ldtfesndn 4 @) au nguil 2 Livesndt 4 &) au
nauil 3 laitfesndn 4 @) eu uaznguil 4 laidesndn 4 (3) au
dnsualdineimualurisnaidiune sudsilpgansiaiesdy
melulssnaLayszrinassme Afunaniafiuiu naeaausesLazendiin Wieiihasaaon
nszuIunasAndanailaedsuisfendufuiisseumlddenomn
(2) NINABUTEUU SCPS 4 L59UAKER
A 3U999zARIIRdUNUNTNAGRU (Test Plan) nSousgasidunnis
vAABU Factory Acceptance Test (FAT) & T5991ugudn winaaufifigsudrsdoundonls nvin.
finsanlianudiurouaramiineuiuisunaasuaie lasfinia azdadmiid witness

manegeudliunisinesudng nfeuasanedeveduldunansmaaeunieuaruiiv (§13)
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(3) MsNAEBUITUU SCPS t a@aiilnvin
ASud9RzARsdRviuNuNITNA@eU (Test Plan) W3aus18azien
ANSMAABU Site Acceptance Test (SAT) AaOAIUTIBNISVAABUNSHOTONTZUY SCPS Tiiauariu
5¥UU SCADA 89 nwln. fluanainszuyhausufulsogisanysal uazdfuitedeadamiongunsal
dusunaaeusruu SCPS Ausyuu SCADA Tvimsudau wazdsls avn. Ransaunlianudiugeu
anmthneuiusunaaeuass
A Az Witness nsvaaeunthaudisndunising
f3uine wiewasaneledeiluddunnnismaaeundonanuiiiu (i)
(@) M3nagautadysAwlungigu
AINAIINANTUNIINAFOU End-to-End Test 55UU SCPS AU
YUV SCADA uda3a szuvazdesiiafesnmlunmsldavesreredieedatos 10 Gu) Su Tuda
nTufiddunisvagey End-to-End Test wdnada winluszninanisnaaeuiadosninlunis
TuRatamiedades waziiuhaldmiiunsuilatedatoudiade Wifunaidnaniudlsinig
uhlvwduasaludnednedes 10 @u) Tu
7.10 NMIIRELLDNEIT
AEVEINIATUULENATY JFUTsadesdnrimeudnduondns
aguuuaUu As-Built (Wuu Drawing, I/O Point List, Configuration Data Table), Landa15 SCPS
Operation and Maintenance (O&MW) Manual, tan@13 SCPS Engineering Manual, tan#15 SCPS
Operation User Manual, Relay Service Setting L& ¥ Substation Configuration Language
(SCL)(Usznausme System Configuration Description (SCD) file, IED Capability Description (ICD)
file and Configured IED Description (CID) file) uag Test Report vosunazaaiiluin Tiasudiu
gl nnla. e

48 8 N1SANAIUTUAITALYY
nsAnAUSUlazAvae nsdliffudeveiUAey videiiunansiae viodwuweu
angUnsnifififgazdunlinssmudyadramn
8.1 nuA. enIUNSARAIUSU (PENALTY) 5% Tunsalnge il
- nsdluenmilensmunuuesgdyienivnanideviengdnisel
AdalifeTulinyau 1y ﬁwﬁmLEﬂﬁfﬂmw%aﬁmiiwﬁfﬂmiﬁ’uu%ﬁw?iuué’aEmlﬁﬂmiwﬁm
Unsalfuiausludya) maumiwmmiﬂmmmw

- nsghlupnudesnisves na. vieilunfvesnmzsguuniilumeln

FOBEE-IN

v a a o ¢
NDIVBLUAEUNRRNEUN

=

- nsdldyaiveianaramaenarsiiigalléilildiAnananun wu
JugUnsaiilufinisudnass Jusiu

[
P

viall gunsalnvelufeuresgnassniutdaniivua (SPECIFICATION) ¥4

3
=

nla. lngdaunmiazauaudfiisuivsednindyywiningunsaiivelldsuy Inmuninuay
AuaudRneundgUnsalludyguddegndeswmiudeivuaves niln. lnslnanmuasauaudfsgly
ffafnsguimuadmesssulildaula nna. szfadawe lneusaiuainyarvesgunsaii

vaLavy Beanawisensenitgunsailudyanie
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8.2 nN.azANAIUTU (PENALTY) 5% lunsalsnge) asil
Vo % Q‘I G q‘ a [ M v & %
- {TudnwvelUdsuvseLiandndusilagliloitume aude 8.1
- udedeInsaniing vieanuun ¥ieaniiuiu lagdennnediy
ANINNIT U IATIAIE1UN50Y UL NNLAIUABINISUE NI NNA,

fisil gunsaifiverBeunieifingesgniaamudaiivun (SPECIFICATION) was nvia.
wazdesinunmuazauandiifisuivieningunsalludy wivngunsaifiveldsunioliia
sanateruinunmazauautinesnitgunsalludyausdignassnudefimuavesnin laed
aunnkaznuantRoglufifafininsgruimuaimeszfulildanuldiuiidusenly nia.da
AvaLweLindndeuenvileand1Uiu (PENALTY) 5% lngUsziiuanyadivesgunsaliiveluae
vidoiiuAndianamiesosningunsalludaan

=

dwunsainisveliiundndugandyyiBana. ladugeulmiuuaituguing

annsntiegunsainediegludygfuuargunsaifiveifufuudauasdunisfedsldue nvn.
9zl UIAUAIUSY (PENALTY) 5% 5@LL:ﬁdﬂQ’%’U%’mﬂi’f@qﬂﬂiﬂimmﬁmwﬂlﬁmLLazmﬂLTJuﬂiiﬁﬁ
gunsaiflvariutiuiiyadeiinirgunsalludygiduuasldfinshndgaeel uduiiFudiaiie
pUnsaifegludyaifuiifiyadasniunfadilifar i sanfumanmefldrnSuduedla

¥ v a Aa <) 974
12 9 MsAndnsuazn1sasinwiugineu
Tunsalfsudne WujuRnudyny 431919 Zavsinsanty g5udne JDuggn

Andnsnisune 91ng31379 wae/m3e Wugfsnununguaneg Jededu sedeu laq Agindnelddeiu

o

99 10 n1svilseiune

AnuabigsuddewiuseiudessudsunaUsslevidu nln. uazdaey
Fuatunsussniuse fufonfoundngrunistrssdeuss fufoliun nn. doutudiouiiud
InglvinaAuasassiovnyin wu dafdy annds wiuAulmn wasUseiudedunneuwnguiiRnuuesy
1929 LLazqﬂﬂaﬁ 3 TnefaRuhunuyarauneasiwudyy Tnanaonszesianinaudnmiy
deya19unIEI19193zTunauu (na. laeennisdasuseanasiu (Provisional Acceptance

Certificate: PAC) TN UGUE)
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